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Proposal: Bright'E

% Bright e-Mail system based on Hyperledger Fabric
Architecture

mAchieving oDeliverer Resaponyg mb
by Utilizing Membership Management Module (CA-Cert, E-Cert,
T-Cert)

M IS it possible simply to apply Hyperledger Fabric Architecture
to Bright Mail?

ABenefits of Blockchain Applications: ensuring No Denial, but
maintaining Redundant DB

ATechnical Issue: Structure of Blockchain Shard to Reduce
60Scal ability probl emo
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Too Large Blocksize, and Too Slow for processing transactions, because of too
many connections and expensive consensus in a public chain,
while privacy and confidentiality are at Risk



Party Bank records

e Auditor records

Consensus, pr
immutability, finality

permissioned, distributed, and shared ledger, while providing a secure,
robust model for identity, auditability and privacy



Advantages of Hyperledger Faly

A Practical Structure Suggested for existing Transactions
A Optimize Conflicting Goals: Consensus and Scalability
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Hyperledger : Security Review

_ Permissioned Blockchain : PKIl-based
Audit Support Certificates
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Identity & Role Management: Transaction Privacy : TLS Certificates for

Two Level (E-Cert, T-Cert) Anonymity + Un -linkability System- System Messaging




Hyperledger Fabmckcf'

A Resolve Difficult Problems

i Scalabil ity probl em: | Bldackclmanhau ca
|l 1T mit participation of network

I Consensus Algorithm: introduce Practical Byzantine Fault
Tolerance (PBFT) Algorithm

A Enhance Privacy and Confidentiality

i 1D, behavior, transaction and conditions, and parameters of other
nodes should not be disclosed to network participants except
parties directly involved

I Secret data Iin transaction should be decrypted and readable to
only interested parties

A Searchable
- Confidentiality should be kept while contents of the ledgers should
be searchable to the involved parties

-ex) Sellers to join the bidding should reveal offers in ledgers to Buyers in
the network




ldentity Mixer
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ldentity Mixer Verification T
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Bright e-Maif%em

A Security and Certificates

I Utilization of Membership Management: CA-Certificate, E-Certificates, T-
certificate

I All the transactions should follow regulations and thereby should be accessed
and investigated by Regulators

I All activities are initiated with cryptographic Certificates which can put into
user 6s confidenti al dat a

I Register issue ID for network participation

I Network members can participate into transactions with key issued by ID
membership, while users joining transaction can hide ID to keep privacy

A Maintaining Replicated Data in Distributed Ledgers

I Maintaining replicated dat a
deli verer responsibilityd can
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b e
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Traceable and anonymous user ID

EID: The ID used at user authentication (Legal ID issued
by government, user ID issued by ISP, etc.)

Trace-ability: The administration can restore the EID
with certain authorization (warrant, etc)

NID(Network ID): Generated from EID by an Encryption
Algorithm

. Anonymity: One can restore EID not without the key

GID(General ID): Compressed from NID and assigned by
extended DHCPvV6 system as the last 64 bits in IPv6

source address
Authenticity: Validated by SAVA

RSA-1024 MD5
| | | - ]
EID . NID | | GID(64bits)







