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Proposal: Bright Email

Bright e-Mail system based on Hyperledger Fabric 

Architecture

Achieving óDeliverer Responsibilityô and óIdentifiable Anonymityô 

by Utilizing Membership Management Module (CA-Cert, E-Cert, 

T-Cert)

Is it possible simply to apply Hyperledger Fabric Architecture 

to Bright Mail?

ÁBenefits of Blockchain Applications: ensuring No Denial, but 

maintaining Redundant DB

ÁTechnical Issue:  Structure of Blockchain Shard to Reduce 

óScalability problemô 
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Problems of BitCoin and Ethereum Blockchain

Problem é

é Inefficient, expensive, Vulnerable

Too Large Blocksize, and Too Slow for processing transactions, because of too 
many connections and expensive consensus in a public chain, 

while privacy and confidentiality are at Risk
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Solution é

Party Côs records

Party Aôs records

Party Dôs records

Party Bôs records
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é Consensus, provenance, 

immutability, finality

permissioned, distributed, and shared ledger, while providing a secure, 
robust model for identity, auditability and privacy

Hyperledger Fabric Blockchain

Shared, replicated, permissioned



Privacy &

Confidentiality 

Auditability &

óSearchableô  
Transparency

scalability Modularity 

ÅPractical Structure Suggested for existing Transactions  

ÅOptimize Conflicting Goals: Consensus and Scalability  

Advantages of Hyperledger Fabric  
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Roles & Participants Membership & Network Entities
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Hyperledger Fabric Blockchain

ÅResolve Difficult Problems
ïScalability problem: Introduce concept of óPrivate Blockchainô and 
limit participation of network nodes, in the name of óMembershipô 

ïConsensus Algorithm: introduce Practical Byzantine Fault 
Tolerance (PBFT) Algorithm 

ÅEnhance Privacy and Confidentiality
ïID, behavior, transaction and conditions, and parameters of other 

nodes should not be disclosed to network participants except 
parties directly involved

ïSecret data in transaction should be decrypted and readable to 
only interested parties 

ÅSearchable
- Confidentiality should be kept while contents of the ledgers should 
be searchable to the involved parties  

-ex) Sellers to join the bidding should reveal offers in ledgers to Buyers in 
the network



Å a trust model and 

security guarantees

Å provide advanced 

privacy features such as 

ñunlinkabilityò and 

minimal attribute 

disclosure.

Å A user stores her 

credentials in a 

credential wallet 

application. User derives 

a fresh and unlinkable

presentation token from 

her credentials according 

to an access control 

policy

Identity Mixer



Å E-Cert: A peer or a client 

generates a secret key and 

creates a request for an 

enrollment certificate, and e-

cert is issued in the form of an 

Identity Mixer credential

Å E-Cert is stored together with 

the corresponding credential 

secret key on the peer side or 

by the client SDK. Then, a 

client/a peer generates a fresh 

ñunlinkableò presentation token 

and discloses the attributes 

required by the access control 

policy, and then sign a 

transaction

Identity Mixer Verification



Bright e-Mail System

ÅSecurity and Certificates 
ïUtilization of Membership Management:  CA-Certificate, E-Certificates, T-

certificate

ïAll the transactions should follow regulations and thereby should be accessed 

and investigated by Regulators 

ïAll activities are initiated with cryptographic Certificates which can put into 

userôs confidential data  

ïRegister issue ID for network participation 

ïNetwork members can participate into transactions with key issued by ID 

membership, while users joining transaction can hide ID to keep privacy 

ÅMaintaining Replicated Data in Distributed Ledgers

ïMaintaining replicated data and possibly introduction of BI Index, ósource and 

deliverer responsibilityô can be greatly enhanced 



Contents

1. Hyperledger Fabric Blockchain

2. Bright Mail System 

3. Technical Issues



Designing IPv6 for Traceable Anonymity

(Jun Li, 2015) 




